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Aannames

® Het netwerk (tussen de client en server) kan
worden afgeluisterd door derden.
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Praktische problemen
wachtwoord

® Woachtwoord is in de praktijk beperkt qua lengte
LSO




Voorbeelden

Weak password authentication

® C(Cleartext (bijv. http post, telnet)

. Encoded (bI]V http ba5|c authentlcatlon) T Oy




Challenge-response
is weak!?!

® Wachtwoord gaat niet plain text over het netwerk -> beschermd

® Server challenge verandert, dus een captured response is onbruikbaar in
nieuwe sessies -> geen replay attack mogelijk.
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Pseudo-Strong

Authentication

Public key authentication (voorbeeld: SSH pubkey, SSL/TLS certificates)

maar: private key kan lekken, bijvoorbeeld via backups of gebruikersfout.
Wachtwoord encryptie key is dan de enige resterende beveiliging. [deaal

target voor offline dictonary attack.

d https inlog, SSH password
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Encrypted password authentication (voorbeel
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Feature list

Strong password authentication

An attacker with neither the user's password nor the host's password file
cannot mount a dictionary attack on the password. Mutual authentication is
achieved in this scenario.

An attacker who captures the host's password file cannot directly
compromise user-to-host authentication and gain access to the host without
an expensive dictionary search.




® Strong Remote Password Protocol

®  We gaan ‘ruiken’ aan SRP:

® geen wiskundige bewijzen,




Wachtwoord instellen

To establish a password P with Steve, Carol picks a random salt s, and

computes:
x = H(s, P)

= g"x (mod n)
ig om,x te herlelden UIt v, Dlscrete Iogarlthms zun |
4' g 7”"" ‘ v ” M ?‘:.’ ’ & . ¥ "\.".' ' ‘ ’ ’k 2 o~ -g."- A ,.5‘ u \' '.l

| ,_LN B het is zeer EN
BT R a;,ar ~‘) .“ \? ‘.,'1,’,: ey

' o * a w .~ ‘.
) 1. ol »‘_ o ‘ A } ; , Sk ‘ ¥
\ 11 :’” “'J'*_‘ ‘1 '\'"‘.'_"_‘,'-i'j;,: 1%l a

Y11




Authenticatie |

® Carol stuurt gebruikersnaam ‘Carol’
Server stuurt salt s naar Carol

Ca,rol enereart een (private Publlc) a.|r (a,A— ’\a) en communlceert-A naar
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Authenticatie ||

® Neem aan dat (B - g"x)*(a + ux) =S = (A -v*u)*b (sorry)
Carol en Steve kunnen dan K = H(S) uitrekenen, met H een hash functie

- Carol bewust dat zu S weet: ze stuurt
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Bewijsbare beweringen |

No useful information about the password P or its associated private key x
is revealed during a successful run. Specifically, we wish to prevent an
attacker from being able to guess and verify passwords based on exchanged
messages.

No useful information about the session key K is revealed to an
eavesdropper during a successful run. Since K is a cryptographically strong
key mstead of a I|m|ted entropy password we are not concemed about
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Bewijsbare beweringen |

If the host's password file is captured and the intruder learns the value of v,
it should still not allow the intruder to impersonate the user without an

expensive dictionary search.

If the session key of any past session is compromised, it should not help the
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Meer informatie
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http://srp.stanford.edu/
http://srp.stanford.edu/
http://en.wikipedia.org/wiki/Euler%2527s_theorem
http://en.wikipedia.org/wiki/Euler%2527s_theorem

